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AgendaAgenda

•• Charting the CourseCharting the Course

•• Launching the ShipLaunching the Ship

•• Process, Data, Roles, Rules, Hierarchies... Process, Data, Roles, Rules, Hierarchies... 
& Politics& Politics

•• Achieving Systemic CapabilityAchieving Systemic Capability



Charting the Course....Charting the Course....

•• Six Releases over 18 MonthsSix Releases over 18 Months
–– Each Release Each Release ≤≤ 90 days90 days
–– Release 1 is Foundation for Releases 2 Release 1 is Foundation for Releases 2 ---- 66

•• Capability Delivery StreamsCapability Delivery Streams
–– Identity Self ServiceIdentity Self Service
–– Provisioning ServicesProvisioning Services
–– Orchestration & AutomationOrchestration & Automation
–– Access ManagementAccess Management
–– Compliance ReportingCompliance Reporting
–– Role Engineering & ManagementRole Engineering & Management



•• Release 1Release 1
–– Role DiscoveryRole Discovery
–– REM MethodologyREM Methodology
–– Role GovernanceRole Governance

Charting the Course....Charting the Course....

•• Release 2Release 2
–– Ownership & AccountabilitiesOwnership & Accountabilities

•• ITIL Services & ApplicationsITIL Services & Applications
•• Delegation FrameworkDelegation Framework

–– Integrate HierarchiesIntegrate Hierarchies
•• Location HierarchyLocation Hierarchy
•• Organization HierarchyOrganization Hierarchy
•• ReportsReports--To HierarchyTo Hierarchy
•• CostCost--Center HierarchyCenter Hierarchy
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Launching....Launching....

•• Document AsDocument As--Is EnvironmentIs Environment

•• Identify Change Sources of ID.DataIdentify Change Sources of ID.Data
–– HR | PMO | SDLC | ITIL Service Delivery | IT Systems | CMDBHR | PMO | SDLC | ITIL Service Delivery | IT Systems | CMDB

•• Ownership & Accountability of Changes SourcesOwnership & Accountability of Changes Sources

•• Master Data Dictionary Master Data Dictionary -- Identity DataIdentity Data

•• Prioritize Systems to be ManagedPrioritize Systems to be Managed
–– Velocity of ChangeVelocity of Change
–– Compliance Controls & ReportingCompliance Controls & Reporting
–– Process OptimizationProcess Optimization



The ShipThe Ship

•• HierarchiesHierarchies
–– CostCost--Center:Center: LawsonLawson
–– Location:Location: Many Sources ... Many Sources ... Quality of DataQuality of Data

–– Organization:Organization: OrgMaster (MF)OrgMaster (MF)
–– Separation Of DutiesSeparation Of Duties Many Sources ... Many Sources ... 

•• Within ApplicationsWithin Applications
•• Across ApplicationsAcross Applications
•• ApprovalsApprovals

–– ReportsReports--To:To: PeopleSoft ... PeopleSoft ... Subset of PeopleSubset of People
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Roles / Groups / Accounts
in external Directory Service

Roles / Groups / Accounts 
embedded in an application

Portal Profiles / Roles
Portlets & Applications
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• Create
• Modify
• Suspend
• Deactivate

Provisioning Services:

Master ID.Data &
Provisioning Rules

Provisioning
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The Problems to SolveThe Problems to Solve

•• What Organization(s) is the Person In? What Organization(s) is the Person In? 
–– What Teams does the Person Work On? What Teams does the Person Work On? 

•• What Accountabilities does the Person Have?What Accountabilities does the Person Have?
–– What Authorizations?What Authorizations?

•• Who Supports the Person? Who Supports the Person? 
–– Who does the Person Support? Who does the Person Support? 

•• What Permissions Should the Person have in an Application?What Permissions Should the Person have in an Application?
–– What Permissions Should the Person be Denied (SOD)What Permissions Should the Person be Denied (SOD)

•• Who Approves What Requests?  Who Approves What Requests?  

Lack of DataLack of Data--Points for AutoPoints for Auto--ProvisioningProvisioning



The SolutionThe Solution

Repository of
Master ID.Data

Sun IdM

PeopleSoft

Financial ERP

Logistics ERP

Directories

Access Mgmt

Compliance
Reporting

Orchestration

Personalization

Accountabilities

Keep Disparate Keep Disparate 
People Data InPeople Data In--synch synch 

Prove Crucial ID.Data to Prove Crucial ID.Data to 
Target Systems & ServicesTarget Systems & Services

Master ID.Data Repository gathers the people information and serves 
as the authoritative source of roles, identity attributes and hierarchies 
(such as Accountability of Cost-Center) for many consuming system.

• Roles
• Attributes
• Hierarchies 
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Achieving Systemic CapabilityAchieving Systemic Capability

•• Role Engineering & Management (REM)Role Engineering & Management (REM)
–– Adopt as a Core Discipline within IT Adopt as a Core Discipline within IT andand the Businessthe Business
–– Do not Fund REM as ProjectsDo not Fund REM as Projects
–– Bake Into the Standard Processes of Bake Into the Standard Processes of Manage ITManage IT andand Manage Manage 

the Businessthe Business

•• Project Management OfficeProject Management Office
–– Adapt Project Control Point to Include REM DeliverablesAdapt Project Control Point to Include REM Deliverables

•• At Appropriate Phases (not just one)At Appropriate Phases (not just one)
•• Earlier the BetterEarlier the Better

–– Include Information Systems Needs as Part of Project Role Include Information Systems Needs as Part of Project Role 
Assignments & AccountabilitiesAssignments & Accountabilities



Achieving Systemic CapabilityAchieving Systemic Capability
Do Not Underestimate Complexity & PoliticsDo Not Underestimate Complexity & Politics

•• HR ProcessesHR Processes
–– Organizational & Skill Planning: Organizational & Skill Planning: 

•• Role Engineering as an SME Discipline Role Engineering as an SME Discipline -- not as not as ““projectsprojects””

•• Require Information System Needs as part of FTE JustificationRequire Information System Needs as part of FTE Justification

•• Systems DevelopmentSystems Development
–– Adapt SDLC Control Point Deliverables to Include Role & HierarchAdapt SDLC Control Point Deliverables to Include Role & Hierarchy y 

Analysis at Appropriate PhasesAnalysis at Appropriate Phases
•• Earlier the BetterEarlier the Better

–– Create Master ID.Data DictionaryCreate Master ID.Data Dictionary

–– Manage ID.Data as Core Business DataManage ID.Data as Core Business Data
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Questions?Questions?


	Identity Services
	Agenda
	Charting the Course....
	Charting the Course....
	Agenda
	Launching....
	The Ship
	Agenda
	The Problems to Solve
	The Solution
	Agenda
	Achieving Systemic Capability
	Achieving Systemic Capability��Do Not Underestimate Complexity & Politics
	Identity Services

