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Overview

• Background
> Why customer single sign-on?
> Requirements and selection
> Launching first implementation

• How did we do it?
> Approach
> Architecture

• Progress over the last 3 years
> Learnings
> Examples

• Measured Success
> Key benefits
> Summary
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BC Hydro

• Regulated Electric Utility
• Gov’t Crown Corporation
• 1.6 million+ customers
• 4,000+ employees
• Serve area more than twice the size of California

http://en.wikipedia.org/wiki/Image:British_Columbia-map.png
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Initial Situation

• 80,000+ online users
• 13 customer web applications that required log in
• No central user repository or management
• Hard to manage, expensive to add applications
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Why Customer Single Sign-on?

Customer Online IDM

Improve website 
usability

Better Customer 
Experience

Customer Service Tools

Power Smart Tools
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Support Customer 

Centralize administration
and reporting

Reduce costs of
Implementing new tools

Management of 
online identities

Enhanced Security
and Auditing
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Requirements

• Support multiple operating systems on multiple 
networks

• High availability
• Seamless sessions between applications/servers
• Internal administration tool that can connect to internal 

Novell
• Open architecture, support federated log in
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Selection

• RFP Process – Spring to Summer 2003
• Proof of concept with Sun Microsystems
• Vendor Chosen: Sun
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Launching First Implementation

• Challenges
> Web server agent configuration
> Support limited in 2003
> Few best practices
> Firewall rules
> Getting multiple ID servers to talk
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Approach

Base Online User Repository 
(Original AccountOnline application)
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Design Online Customer Identity and Account Model

Develop Online Customer Directory 
and Associated Linking Databases

Setup Provisioning Model
(Novell NSure)

Integrate Pilot Application 
(Analyze My Home)

Full Integration of all primary Customer Applications
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Architecture

Customers Web Servers

Agent

App Servers

Policy 
Server

Customer
Applications

LDAP 
Directory
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Audit Logs
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Externally 
Hosted 
Application

Agent
VPN
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Implemented Projects – Last 3 Years

• Online billing (stand alone application from 1997 until 2003, 
then integrated into single sign-on)

• SunOne Identity Manager, LDAP and web server agents. Pilot 
with Analyze My Home online tool (2004)

• Online billing, eNewsletter and new connection application 
integrated into single sign-on (2005)

• Novell Provisioning between customer applications (2005)
• Enhancements for better support of business customers 

(organization hierarchy/business accounts), 2006
• First remotely hosted application: outage notification for large

business customers (2006)
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Key Learnings

• Need for custom log in module
• Provisioning – big gotcha
• Initial setup can be a challenge, but very solid once 

done (web server agents, multiple ID servers, LDAP)
• Developers need to code for complex environment 

(connections left open = apps slow down)
• Getting SSO to work with server on other side of the 

country
• Need to test with firewalls early in the process
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Current View of IDM-linked Features
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Customer Interfaces
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Internal Support Interface
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Key Benefits 

• Improved online customer satisfaction
> Tripled number of online customers
> Improved usability
> Customers resolve own forgot ID/password issues
> Increased uptake on all customer web applications

• Improved management & security
> One internal user support interface
> Reporting
> Ease of scaling new applications
> Audit trail
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Summary

• Customers satisfied – usability, reliability
• BC Hydro satisfied – cost, reliability, support, usability
• Future

> Integrate 6 additional web self-serve applications over the next year
> Upgrade to latest version of Sun Access Manager
> Portal-ize entire customer web site
> Aligning solutions to work with future BC Government “Citizen 

Identity” model
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Questions?
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